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Abstract
Background  Cancer, as a complex, heterogeneous disease, is currently affecting millions of people worldwide. Even 
if the most common traditional treatments, namely, chemotherapy (CTx) and radiotherapy (RTx), have been so far 
effective in some conditions, there is still a dire need for novel, innovative approaches to treat types of cancer. In this 
context, oncoviruses are responsible for 12% of all malignancies, such as human papillomavirus (HPV), Merkel cell 
polyomavirus (MCPyV), Epstein-Barr virus (EBV), human herpesvirus 8 (HHV-8), as well as hepatitis B virus (HBV) and 
hepatitis C virus (HCV), and the poorest in the world also account for 80% of all human cancer cases. Against this 
background, nanomedicine has developed nano-based drug delivery systems (DDS) to meet the demand for drug 
delivery vectors, e.g., extracellular vesicles (EVs). This review article aimed to explore the potential of engineered small 
EVs (sEVs) in suppressing human oncovirus-associated cancers.

Methods  Our search was conducted for published research between 2000 and 2022 using several international 
databases, including Scopus, PubMed, Web of Science, and Google Scholar. We also reviewed additional evidence 
from relevant published articles.

Results  In this line, the findings revealed that EV engineering as a new field is witnessing the development of novel 
sEV-based structures, and it is expected to be advanced in the future. EVs may be further exploited in specialized 
applications as therapeutic or diagnostic tools. The techniques of biotechnology have been additionally utilized to 
create synthetic bilayers based on the physical and chemical properties of parent molecules via a top-down strategy 
for downsizing complicated, big particles into nano-sized sEVs.

Conclusion  As the final point, EV-mediated treatments are less toxic to the body than the most conventional ones, 
making them a safer and even more effective option. Although many in vitro studies have so far tested the efficacy 
of sEVs, further research is still needed to develop their potential in animal and clinical trials to reap the therapeutic 
benefits of this promising platform.
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Introduction
As multicellular, heterogeneous aggregates, tumors grow 
uncontrollably and develop defense mechanisms against 
immune responses [1, 2]. In spite of significant advance-
ments in traditional treatments for cancer, such as sur-
gery, radiotherapy (RTx), chemotherapy (CTx), and their 
combination, the outcomes are still partially effective 
against many types of cancer, e.g., lung cancer (LC) [3, 4]. 
Unfortunately, CTx lacks selectivity, so healthy cells with 
an elevated mitotic index are also adversely impacted, 
resulting in undesirable side effects that can even cause 
or hasten death in patients living with cancer [5]. Given 
that types of cancer resist against traditional treatments 
and spread to other parts of the body, the therapies that 
help activate the host immune responses seem to be 
effective alone or in conjunction with other antineoplas-
tic CTx drugs [1].

Genome mutations in the course of cancer typically 
build up over time, and then cell cycle checkpoints are 
improperly controlled, giving rise to this condition’s 
development. Such mutations mainly occur as a result 
of some mutagenic substances as well as the direct or 
indirect role of some carcinogenic viruses via their onco-
genes [6]. The term oncovirus refers to a virus that causes 
cancer. Such viruses are also responsible for 12% of all 
malignancies. Besides, the poor world accounts for more 
than 80% of all human cancer cases. To date, seven types 
of human oncoviruses, including human papillomavirus 
(HPV), Merkel cell polyomavirus (MCPyV), Epstein-Barr 
virus (EBV), human herpesvirus 8 (HHV-8), and hepati-
tis B virus (HBV) and hepatitis C virus (HCV) have been 
recognized as the etiologic agents in this respect [7, 8]. 
Human oncoviruses, despite their distinct viral families, 
diverse tissue preferences, and various replication mech-
anisms, share strikingly similar pathogenic traits. These 
traits encompass the capacity to establish enduring per-
sistent infections, inflict chronic damage to host cells, dis-
rupt metabolic pathways, and elude the immune system, 
an ensemble of characteristics that fosters cell survival 
and malignant transformation [9]. In response to these 
challenges, the field of nanomedicine has embarked on 
a transformative journey. It has harnessed the potential 
of nano-based drug delivery systems, such as nanopar-
ticles (NPs), liposomes (LPs), quantum dots (QDs), and 
dendrimers (DDs), with the explicit goal of enhanc-
ing the solubility, absorption, half-life, targeting preci-
sion, and controlled release of therapeutic agents. This 
branch of nanobiotechnology has also recently explored 
a novel avenue, using small extracellular vesicles (sEVs) as 
potential drug delivery vectors with both anti- and pro-
inflammatory effects, depending on their specific cargo 
[10, 11]. These sEVs have emerged as promising candi-
dates to overcome the limitations of existing drug deliv-
ery methods, owing to their pivotal role in intercellular 

communication [3]. In this field, exosomes (Exos) have 
been further studied as potential therapeutic platforms 
because of their critical involvement in disease propaga-
tion, cancer cell growth, and metastasis [12]. Indeed, the 
transmission and development of some diseases can be 
hindered by laying much focus on disease-derived Exos. 
As an alternative, Exos have much potential to be natural 
carriers for therapeutic molecules owing to their original 
structure and distinctive biological roles [13]. Exo-mim-
ics, or custom-made synthetic Exos used in DDS, may 
correspondingly make it possible to target cancer cells by 
creating Exos with cell-specific targeting molecules. Exos 
also need to clear up many obstacles before being utilized 
as an efficient method of drug delivery, so it is plausible 
to anticipate all potential uses of such natural NPs in the 
future [14]. Recent research has reflected on developing 
engineered sEVs as a novel platform to suppress human 
oncovirus-associated cancers, particularly HPV, EBV, 
and HBV. Until now, there has been a noticeable absence 
of a comprehensive article addressing using exosomes 
to suppress human oncovirus-associated cancers. This 
particular aspect constitutes a novel contribution to the 
current paper. This review article aimed to explore the 
potential of engineered sEVs in suppressing human onco-
virus-associated cancers, to delineate the benefits of their 
application as essential techniques for improving the 
functionality of sEVs as drug-delivery vehicles for treat-
ment purposes, and to address the challenges to their 
utilization.

EVs: biogenesis and characterization
EVs represent a diverse collection of particles, typically 
discharged by cells into the extracellular environment. 
A range of names referring to types of EVs can also be 
retrieved from the related literature, such as ectosomes, 
oncosomes, prostasomes, and microparticles (MPs) or 
microvesicles (MVs), originating from the plasma mem-
brane at the range of 100–1000  nm, apoptotic bodies 
(ABs), as the product of dying cells once blebbing and 
compartmentalizing (1–5  μm), Exos, at the range of 
30–100 or 150 nm, and shedding vesicles (SVs) [15–17]. 
In clinical settings, MVs and Exos can be discovered in 
various fluids, including plasma, urine, cerebrospinal 
fluid (CSF), amniotic fluid, bronchoalveolar lavage (BAL), 
synovial fluid, malignant ascites, breast milk, and saliva 
[18].

Over recent years, sEVs have been linked to the devel-
opment some types of cancer and other diseases. Sev-
eral studies have also established how sEVs contribute 
to cancer development [15]. Besides, EVs have been 
found with the potential to be utilized for drug delivery, 
vaccine development, and innovative diagnostic tech-
niques. Besides, they are known as naturally-occurring 
cargo delivery agents that help carry viral proteins, lipids, 
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cytokines, ribonucleic acid (RNA), and, in some circum-
stances, the virion itself (such as hepatitis B). This typi-
cally results in less invasiveness and mechanical stress 
at the site of a solid tumor, which allows learning about 
cellular or tissue-related states from bodily fluid samples 
[19, 20]. The lipid membrane of EVs can further prevent 
the payload from being broken down by bodily fluids, 
enhancing uptake via target cells [4]. To deal with can-
cer development, scientists have been encouraged to 
develop novel therapeutic delivery platforms based on 
EVs as nanocarriers of anti-cancer drugs with regard to 
their intrinsic characteristics and their role in transfer-
ring functional cargoes between cells [3]. In this respect, 
Exos can transport both infectious cargoes and defense-
enhancing host molecules across cells, as reported, 
although the study of their functions in pathogen-caused 
infections is still in the early stages [21]. Such substances 
are incapable of replications, lack active nuclei, and are 
often enclosed by lipid bilayers. Nucleic acids, proteins, 
lipids, and metabolites are only a few components in EVs. 
Delivering EV content further urges recipient cell func-
tion reprogramming [17]. Current research also sheds 
light on Exos nucleic acid composition, including mito-
chondrial and genomic deoxyribonucleic acid (DNA) 
composition. Genomic areas amplified or deleted due 
to the presence of DNA in EVs can be thus identified, 
which can be single- or double-stranded (ss or ds) and 
ultimately reflect the cell status [16]. Besides, EVs can 
interact with target cells through numerous processes, 
viz., membrane fusion, endocytosis, phagocytosis, or 
cell-membrane molecules. Some molecules are also more 
abundant in EVs, including cytoskeletal proteins, major 
histocompatibility complex (MHC) class I and class II 
proteins, adhesion proteins (i.e., tetraspanins and integ-
rins), heat shock proteins (HSPs), and membrane-fusion 
proteins (namely, Rab and annexins). These EVs are 
richer in tumor DNA in patients with cancer and con-
tain high molecular weight dsDNA in terms of nucleic 
acids. The cytoplasm is where DNA can be transported 
to multivesicular bodies (MVBs) upon interacting with 
the tetraspanin CD63 as a protein-coding gene before 
being loaded into Exos, according to the proposed mech-
anism for DNA loading in EVs. Micronuclei, which seem 
unstable and often collapse to expose their content, are 
also considered the site of DNA loading in EVs [22]. The 
nucleic acids connected to EVs are highly conserved, pos-
sibly protected from oxidation by nucleases inside the 
lipid bilayer membranes of vesicles.

The blood from patients living with cancer can now 
be exploited for minimally invasive whole genome and 
whole transcriptome studies. Exosomal DNA and RNA 
sequencing can further identify all driver and passenger 
mutations, translocations, and amplifications that might 
serve as potential therapeutic targets [15]. Exos have also 

evolved into new tools for determining the host health 
since they mirror the content and outward appearance 
of the cells from which they originate. Moreover, stud-
ies using Exos as biomarkers for autoimmune diseases, 
types of cancer, and neurological disorders are on a ris-
ing trend [16]. Among the most intriguing applications 
of EVs in cancer is the potential use of such molecules as 
biomarkers to track the development of the disease via 
liquid biopsy as a non-invasive technique. Utilizing either 
circulating tumor cells (CTCs) or circulating tumor DNA 
(ctDNA), an exponential number of techniques for the 
minimally invasive early detection, diagnosis, and follow-
up of malignancies have been accordingly developed in 
recent years [15]. The promise of tumor- and dendritic 
cell (DC)-derived Exos in cancer immunotherapy has 
been further highlighted in two landmark articles that 
established the area of Exo-based cancer therapies two 
decades ago. Exos are now being developed as potential 
novel biopharmaceuticals and vaccines for the treat-
ment and prevention of a number of diseases. Current 
approaches are based on the engineering of EVs, (i) iso-
lated from ex vivo cell cultures, (ii) purified from biologi-
cal fluids (namely, plasma, serum, urine, and saliva), and 
(iii) produced in vitro from cultured cells [23]. Healthy, 
cancerous, and virus-infected cells all release Exos, 
which have recently been identified as a mechanism uti-
lized by cancerous and virus-infected cells to influence 
their microenvironment, thereby affecting the develop-
ment of surrounding cells by the intercellular transfer of 
various signaling molecules and viral micro (mi)RNAs 
[24]. Exos can further transmit information to recipient 
cells through three different mechanisms, i.e., (i) direct 
protein-protein interaction (PPI) between exosomal 
membrane and that of receptor cell, which initiates an 
intracellular signaling cascade, (ii) membrane fusion with 
recipient cell, releasing exosomal content into it, and (iii) 
direct phagocytosis of Exos by target cells, which inter-
nalizes them into their constituent parts [25] (Fig.  1). 
Exo production and transfer suppression by targeted 
therapy is thus an effective method to obstruct the spread 
of tumors, particularly their metastasis. Inhibiting the 
spread of cancer by simultaneously targeting cancer cells 
and Exos accordingly has a promising impact, suggesting 
that the given approach can one day be practiced to treat 
tumors [26].

SEV engineering
As a new field, sEVs engineering has currently attracted 
much interest, and more novel sEV-based structures are 
expected to be developed in the future. The improved 
stability, biocompatibility, biodistribution, and pharma-
cokinetic properties of sEVs have been further employed 
to increase their effectiveness [27]. Moreover, some 
changes have been made to deal with uncertainties about 
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the quick clearance of unaltered sEVs as targeted drug 
carriers [28]. Direct and indirect adjustments are briefly 
categorized into two kinds for sEVs engineering meth-
odologies. Of note, sEVs are normally engineered to be 
utilized for medicinal purposes. As well, sEVs-based 
semisynthetic nano-vesicles have been developed by 
modifying sEVs cargoes to carry various endogenous or 
exogenous components and then change the targeting 
moieties [29]. Such vesicles may be utilized in specialized 
applications as therapeutic or diagnostic tools. The main 
objectives of the related studies have now been expanded 
to include the design and production of fully synthetic 
sEVs-mimic particles using biotechnology techniques, 
which can help overcome some production restrictions, 
including those associated with large-scale manufactur-
ing, isolation, modification, and purification. The various 
methods applied to create synthetic sEVs are divided into 
two categories: (i) the creation of synthetic bilayers based 
on the physical and chemical properties of parent mol-
ecules, known as a bottom-up approach, and (ii) a top-
down strategy for downsizing complicated, big particles 
into nano-sized sEVs [29]. Cancer therapy using clus-
tered, regularly interspaced short palindromic repeats 
and CRISPR-associated protein 9 (CRISPR/Cas9) is also 
regarded as effective. Distributing CRISPR/Cas9 compo-
nents in vivo in a safe and effective manner, however, is 
still a challenging endeavor. Thanks to their advantages in 
terms of biocompatibility, structural stability, restricted 
immunogenicity, and minimal cytotoxicity, EVs are 
among the excellent choices for the packaging and deliv-
ery of the CRISPR/Cas9 system for cancer treatment. As 

a novel method to modify gene profiles in host cells, EV-
encapsulated CRISPR/Cas9 has recently come under the 
spotlight in new research [30].

Direct modifications of surface proteins
Exosomal surface proteins are essential for the biodistri-
bution and targeting of sEVs. The surface of such vesicles 
has been thus altered using a wide variety of techniques. 
The targeting capability of sEVs can be further improved 
by proper surface modifications. However, the reaction 
conditions must be closely monitored to prevent sEVs 
aggregation or disruption [31]. In this respect, sEVs sur-
face engineering has been recognized to use covalent 
alterations as a significant strategy. Non-living vesicles 
are also sEVs. As a result, some substances and processes 
that are fatal to living cells can be utilized to create these 
vesicles. Moreover, covalent interactions substantially 
have stronger average bonds than the non-covalent ones, 
leading to more stable surface changes [32]. A type of 
surface-modified sEVs with improved targeting capability 
was also produced by Tian et al. (2018). On the exterior 
of sEVs, cyclo (Arg-Gly-Asp-DTyr-Lys) peptides were 
accordingly coupled with dibenzocyclooctyne (DBCO). 
The altered sEVs were then mixed with curcumin. The 
ischemic areas in the brain also received more curcumin 
from these modified sEVs than the non-modified ones. 
This engineering approach could be thus practiced to 
quickly produce functionalized sEVs in large quantities 
[33]. The active location of the proteins expressed on the 
surface of sEVs is still anticipated to alter as a result of 
covalent changes. It is thus necessary to do additional 

Fig. 1  A: Schematic summary of EV production and genetic information transmission from one cell to another. The endosome, made up of a plasma 
membrane, gives rise to Exos. Inward budding also occurs as early endosomes mature into late ones, forming MVBs packed with intraluminal vesicles (ILV). 
Lysosomes can also break down MVBs or fuse with the membrane and release ILV, known as Exos. MVs, on the other hand, originate from the budding of 
the plasma membrane. B: Four distinct ways that Exos and MVs interact. EVs further facilitate cell-to-cell communication by transferring bioactive mol-
ecules (namely, proteins, lipids, and nucleic acids) horizontally. EVs generated by a secreting cell, such as MVs or Exos, can thus enter a target cell through 
fusion, endocytosis, and phagocytosis, or interact with the ligand/receptor of membrane proteins of the target cell
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experimental evaluations of such adjustments [34]. The 
non-covalent methods are another technique to alter 
the surface of sEVs. Three main categories are also used 
to classify non-covalent modifications, viz., receptor-
ligand binding, multivalent electrostatic interactions, and 
hydrophobic insertion (Fig.  2). A surface-modified sEV 
was further created in 2016 using the receptor-ligand 
approach for cancer treatment. Superparamagnetic NPs 
were thus attached to the surface of blood-derived sEVs 
in this investigation using transferrin. These NPs suc-
cessfully hit the surface-mounted transferrin receptors of 
sEVs. The surface-modified sEVs then enhanced the tar-
geting of cancer cells, according to in vivo studies com-
pleted under an external magnetic field [35]. Maguire et 
al. successfully attached biotinylated magnetic NPs to the 
surface of sEVs by targeting transgenic biotin-acceptor 
peptides on the surface of sEVs [36]. Cationic species 
are further being exploited in multivalent electrostatic 

interactions to modify sEVs. In this method, highly cat-
ionic substances cling to the negative charge of exosomal 
membranes. These altered sEVs have accordingly dem-
onstrated improved cytosolic transport as well as the 
successful release of exosomal content into the cytosol. 
Using cationic lipids, it is also possible to create electro-
statically engineered multivalent sEVs with improved cel-
lular absorption [37]. Nevertheless, endocytosis, which 
frequently results in lysosomal breakdown, represents the 
way cationic lipids are typically absorbed into cells. The 
toxicity of these NPs to cells is another issue [38]. Hence, 
additional research is required to enhance multivalent 
electrostatic interactions. The sEV surface engineering 
has also looked at hydrophobic interactions. Exploit-
ing this method, hydrophobic and lipophilic chemicals 
have been naturally integrated onto the surface of sEVs 
[39]. Due to the high cholesterol concentration in their 
membranes, sEVs seem stiffer than their donor cells. As 

Fig. 2  Surface engineering of Exos by genetic/biological manipulation or chemical modification. Chemical modifications install various entities, such 
as peptides, proteins, lipids, aptamers, small molecules, and polymers via chemical reactions or lipid-lipid interactions in lipids or membrane-bound 
proteins. Biological engineering accordingly introduces targeting motifs, namely, peptides and proteins, through the gene fusion of membrane-bound 
proteins. DSPE- PEG; 1, 2-distearoyl-sn-glycero-3-phosphoethanolamine-polyethylene glycol, scFvs; single-chain variable fragments, Ab; antibody, LAMP; 
lysosome-associated membrane protein, PDGFR; platelet-derived growth factor receptor
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a result, they typically need extreme temperatures or 
hostile environments for fusion. The hydrophobic inter-
action is also a straightforward technique that helps pro-
mote sEV fusion compared to other sEV modification 
practices. In this way, hydrophobic species are incubated 
with sEVs at a temperature between 25 and 37  °C [40]. 
This method has been successfully utilized to create some 
commercial sEVs and fill sEVs with tiny lipophilic medi-
cations such as doxorubicin, curcumin, and cucurbitacin 
[41–43]. Compared with other techniques, hydrophobic 
changes require lengthy incubation durations.

Indirect modification via genetic manipulation of parental 
cells
Genetic engineering of parental cells has been so far 
employed to modify exosomal membrane proteins to 
produce modified sEVs at cellular levels. In this method, 
parental cells are simply transfected using plasmids or 
viral vectors containing the desired genes. The trans-
duced cells then secrete the required protein into EVs or 
onto their surface as a result of the presence of the coding 
sequences of signal peptides. Accordingly, the cell cul-
ture supernatant can be utilized to produce sEVs with the 
target protein [44]. This method was effectively tapped 
to create reporter systems by stabilizing the integra-
tion of fluorescent fusion proteins within the surface of 
sEVs. The parental cells, however, may impact the yield of 
changed sEVs and their physicochemical characteristics 
[45]. Moreover, the surface proteins, lipids, and indicators 
that constitute the surface can significantly affect how 
well the sEVs function. Thus, it is interesting to investi-
gate suitable parental cell sources for sEV engineering. 
Likewise, small interfering (si)RNAs or micro (mi)RNAs 
have recently been applied to transfect parental cells 
[46]. For instance, myocardial ischemia injury has been 
avoided by sEVs made from adipose stem cells that were 
overexpressing miR-126. Moreover, miR-126-enriched 
sEVs have strongly aided in the production and migration 
of microvascular cells [47]. In addition, sEVs containing 
non-coding (nc)RNAs can control drug resistance. MiR-
214 was accordingly transfected into HEK293T cells by 
Wang et al. The exo-anti-214 produced by HEK293T cells 
also has the potential to overcome cisplatin resistance in 
gastric cancer (GC) [48]. Just 15–20% of the sEVs edited 
by miRNAs accordingly had anti-epidermal growth fac-
tor receptor (EGFR) nano-bodies on their membrane, 
according to Kooijmans et al. (2016). This investiga-
tion demonstrated that the effectiveness of the parental 
cell transfection utilizing non-coding (nc)RNAs was not 
constant but greatly influenced by the RNA species [49]. 
Another difficulty is the fact that large complexes, such 
as protein-oligonucleotide conjugates, might encapsulate 
and transport ncRNAs to target cells during sEV purifi-
cation [50]. A few exosomal components also promote 

the overexpression of ncRNAs [51]. As a result, these 
problems must be addressed when sEVs are genetically 
altered.

Role of engineered sEVs in suppressing human 
oncovirus-associated cancers
Hepatitis B virus
Hepatitis B Virus (HBV) is a member of the Hepad-
naviridae family that only affects hepatocytes That is 
transmitted vertically and horizontally, from person to 
person [52]. It is currently present in almost two billion 
people, and is the cause of half of viral hepatitis fatali-
ties worldwide [53–56]. With around 905,677 new cases 
and 830,180 cancer-associated fatalities every year, liver 
cancer (LC) is the sixth most common malignancy across 
the world. Notably, it was also the third leading cause of 
cancer-associated death in 2020 [57]. The most common 
subtype of hepatic carcinoma, hepatocellular carcinoma 
(HCC), also accounts for 75–85% of all primary LC cases. 
HCV and HBV, respectively damage the liver over time 
and have lately been linked to the development of HCC 
and carcinogenesis [58]. The three phases of chronic hep-
atitis B (CHB) are immune-tolerant, immune-active, and 
inactive. Different levels of necroinflammation, with or 
without fibrosis, are further seen in the liver during the 
immune-active phase. In this domain, antiviral therapy 
can help minimize hepatitis flare-ups, but liver failure 
significantly contributes to total morbidity, even with 
antiviral drugs [54].

Many drugs, including conventional and pegylated 
interferons (IFNs) and nucleoside analogues (NAs), have 
thus received approval from both the United States (US) 
Food and Drug Administration (FDA) and the European 
Medicines Agency for the treatment of chronic HBV 
infection in children (including lamivudine, adefovir, 
entecavir, and tenofovir) [59]. Even though a highly effec-
tive HBV vaccine has developed, there are still a number 
of problems, such as vaccination cost, non-compliance, 
non-responsiveness, and vaccine escape mutations [56]. 
Finding new drugs for targeted therapy for patients with 
HCC is thus crucial. As mentioned, sEVs have the unique 
ability to deliver functional molecules and change the 
biological behavior of recipient cells, which highlights 
their potential use as the best therapeutic vehicles for the 
treatment of cancer, both theoretically and practically. 
In order to serve as an alternative to CTx and targeted 
medicines, altered sEVs are currently being developed. 
They have many benefits over earlier DDS because of 
their ability to penetrate biological barriers and accom-
plish extremely effective drug delivery. Given that sEVs 
are cellular in origin, they are well tolerated and can 
easily evade immune clearance, which lowers drug dose 
and toxicity [58, 60, 61]. Studies have further shown that 
Exo-mediated transduction of IFN-α-induced antiviral 
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responses from liver non-parenchymal cells (LNPCs) 
to HBV-infected hepatocytes might restore an antiviral 
state in hepatocytes. LNPCs may also use Exos contain-
ing antiviral compounds to deliver the antiviral response 
induced by IFN-α to hepatocytes exposed to HBV. Exos 
also mediate and improve IFN-anti-HBV as therapeutic 
actions. Comparing the Exos released by HBx-infected 
Huh7 cells with those released by a control one have 
accordingly allowed researchers to identify distinct 
changes in the protein contents of Exos [56]. For instance, 
it was discovered that Exos contributed to the antivi-
ral responses from IFN and the transfer of HBV com-
ponents. The Exos produced by Kupffer cells and other 
LNPCs could further facilitate the cell-to-cell transmis-
sion of HBV-specific antiviral compounds triggered by 
IFN [53]. Moreover, Exos and their content have been 
shown to aid in the human immune response induced by 
HBV over recent years [54]. As reported in some studies, 
Exo-mediated HCV and HBV infection may involve EVs 
and their biogenesis pathways [62]. Accordingly, an effec-
tive novel HBV prevention and treatment method may be 
developed since there is a better knowledge of the roles 
of Exos during HBV infection. Therefore, the functions 
of Exos in HBV include, (i) direct involvement in HBV 
replication, (ii) immunologic responses during HBV, (iii) 
potential selection of exosomal RNAs and proteins as 
novel biomarkers for HBV diagnosis, and (iv) develop-
ment of Exos-based vaccinations [63]. To treat diseases, 
engineered Exos can be thus loaded with certain mole-
cules and delivered in vivo. The elicited Exos contain sig-
nificant levels of HBV core proteins following the fusion 
of the Exo-anchoring protein Nef mutant (Nefmut) and 
the HBV core proteins (Table  1). These modified Exos 
present a new path for the HBV vaccine candidates since 
the reconstitution of activated HBV-specific cytotoxic T 
lymphocytes (CTLs) can bring therapeutic effects. The 
Exos released by the HBV-infected cells also carry viral 
information, and may accordingly contribute to viral 
pathogenicity and transmission. Exos also have the abil-
ity to carry antiviral drugs and trigger antiviral responses, 
making them useful for the development of preven-
tive and therapeutic vaccines. However, more studies 
are needed before their application for therapeutic pur-
poses [63]. Exos have been further linked in some stud-
ies to HCV and HBV prevention [64]. In this line, Li et 
al. discovered that exosomal antiviral compounds from 
IFN-loaded LNPCs prevented HBV [65]. As well, exo-
somal Homo sapiens (hsa)-miR-193a-5p, hsa-miR-25-5p, 
and hsa-miR-574-5p have demonstrated to partially limit 
HBV replication and transcription, while hsa-miR-574-5p 
has shown to bind to the 2750–2757 location of the HBV 
genome sequence to lower the levels of pregenomic (pg)
RNA and polymerase mRNA. In addition, Exos can 
transport the IFN-induced antiviral responses from 

LNPCs to HBV-infected hepatocytes. They can therefore 
enhance the therapeutic effect of IFN on HBV by regain-
ing the hepatocyte antiviral state. For HBV diagnosis and 
treatment, standard criteria have already been developed, 
but more studies are still required to investigate novel 
drugs that can prevent viral multiplication and transmis-
sion, and then minimize the side effects. As a whole, Exos 
play a crucial role in the formation of viral particles, sup-
port virus transmission, and affect pathogenicity in HBV, 
as explained in this study. Another potential method for 
treating HBV is blocking pathways connected to Exos. 
Even though Exos generated from HBV are being studied, 
it is obvious that they can be employed in clinical prac-
tices even at the early level [59].

Hepatitis C virus
The prevalence of chronic hepatitis C (CHC) is globally 
rising, with a morbidity rate of more than 3.5% in Cen-
tral and East Asia and North Africa. Individuals with 
CHC are thus at the increased risk of cirrhosis and LC 
caused by the Hepatitis C Virus (HCV) [66]. Around 
3% of the world’s population, or 170 million people, are 
now suffering from HCV. It is, thus, one of the main fac-
tors in developing chronic liver conditions, such as cir-
rhosis, steatosis, and hepatocellular carcinoma (HCC). 
Despite this, producing efficient HCV vaccines is still 
challenging. Among the main causes of chronic hepatitis, 
resulting in fibrosis, cirrhosis, and HCC, is the positive-
sense single-stranded (ss)RNA virus, known as HCV 
[67]. In this respect, pegylated IFN-α and ribavirin are 
the traditional treatments for this condition. The recent 
advanced direct-acting antivirals, such as the protease 
inhibitor simeprevir and the NS sofosbuvir, have opti-
mized therapeutic effects by increasing the sustained 
virological response (SVR) rate (namely, the frequency 
of treated patients achieving SVR) in patients with HCV. 
The use of sEVs generated from macrophages or umbili-
cal cord mesenchymal stem cells (UMSCs) has also been 
acknowledged for HCV reduction [21]. As well, HCV 
Exos are a smart technique that may be employed by 
the virus to ensure efficient replication, and account for 
INF treatment resistance for this condition. These dis-
coveries might lead to novel HCV-related Exo-targeting 
drugs [56]. The useful miRNAs, primarily let-7f, miR-
145, miR-199a, and miR-221 released from UMSC-Exo, 
significantly contribute to the drop in the HCV-RNA 
replication (Table  1). Pegylated IFN-α and ribavirin are 
also two main components of the traditional treatment 
for HCV. Regarding their use or purpose, there are still 
some unresolved issues, such as virus resistance, concur-
rent side responses, and clearly high medical costs. Exo-
somal miRNAs have also had a synergistic impact once 
taken with commercially recognized anti-HCV medica-
tions, like IFN or telaprevir. They have mostly inhibited 
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viral infection by targeting the viral replication stage. 
The normal human stem cells used to harvest and purify 
UMSC-Exo, which effectively prevent HCV, have had the 
distinct benefit of being naturally produced substances 
with low cytotoxicity. The addition of Exos at a late 
post-entry stage of viral infection, even with a lengthy 
incubation time, has accordingly led to the significant 
suppression of HCV. However, the incubation of UMSC-
Exo during an early phase of the life cycle of HCV did not 
cause the anti-HCV effect [19]. Shrivastava et al. (2016) 
also showed that the Exo marker CD63 was related to 
an increased IFN-stimulated bone marrow stromal cell 
antigen 2 (BST-2) gene in autophagy knockdown cells, 
which might prevent HCV assembly or release. Infec-
tious HCV particles could not be further released by 
Exos once the autophagy mechanism was silenced. 
They also noticed that the formation of HCV-infectious 
extracellular and intracellular particles was inhibited by 
Rab27a knockdown [68]. According to Bukong et al., 
using an Exo-targeted Ago2-miR-122-HSP90 inhibitor 
system could prevent the host factors from effectively 
modulating HCV transmission [69]. Another study pub-
lished in 2017 further discovered a novel use for mast cell 
(MC)-derived Exos in promoting HCC cell invasion and 
migration. Exos produced by MC in response to HCV-
E2 stimulation could yet prevent HCC cell invasion and 
movement. Accordingly, HCV-E2 augmented the expres-
sion of miR-490 in recipient HCC cells and MC-derived 
Exos, which mitigated the activity of the EGFR/AKT/
ERK1/2 pathway, and prevented the migration of the 
HCC cells. They also established that miR-490 could be 
delivered by MCs to the HCC cells via Exos to block the 
EGFR/AKT/ERK1/2 pathway, which could in turn thwart 
tumor spread [70]. According to Dreux et al. Exos car-
rying HCV-RNA, could also cause plasmacytoid DCs 
(pDCs) to secrete IFN-α. In this context, IFN-α could 
block the viral life cycle and prevent the proliferation of 
viruses [71]. On the word of Giugliano et al. IFNs caused 
liver sinusoidal endothelial cells (LSECs) to release anti-
viral Exos, eventually preventing HCV replication [72]. 
Yet, in anti-tumor therapy, HCC cells produce Exos with 
increased HSPs, which promote natural killer (NK) cell 
anti-tumor bioactivity [56].

Epstein-barr virus
As an oncogenic, human g-herpes virus, Epstein-Barr 
virus (EBV) causes human malignancies, such as B-cell 
lymphoma, T-cell and NK cell lymphoma, gastric cancer, 
nasopharyngeal carcinoma (NPC), and some autoim-
mune diseases [17, 73]. It has also been linked to some 
lymphoid and epithelial malignancies, including Burkitt 
lymphoma, Hodgkin’s disease, and acquired immuno-
deficiency syndrome (AIDS)-associated immunoblastic 
lymphoma. EBV is assumed responsible for about 1% of 

all human cancers [17, 74, 75]. A number of human can-
cers, namely, NPC, EBV-associated GC (EBVaGC), and 
specific types of lymphomas are further associated with 
the endemic EBV, which was first identified in 1964 [76].

Depending on the location and level of differentia-
tion of the infected B cell, EBV-infected B cells can dis-
play four distinct gene expression patterns in vivo. The 
infectious viruses are thus created using one of these 
programs (namely, the lytic cycle). The last three are 
all linked to latent infection, in which no contagious 
virus is generated. In this vein, Epstein-Barr nuclear 
antigen (EBNA) and latency membrane protein (LMP) 
are thought to be freshly infected cells in the tonsils of 
healthy EBV carriers. In contrast, germinal center and 
memory B cells express a more constrained collection 
of latency proteins [74]. The expression of these genes 
further causes the immortalization and abnormal prolif-
eration of B cells after infection, producing lymphoblas-
toid cell lines (LCLs). Clinical research has accordingly 
shown that the EBV1 cases in Hodgkin’s lymphoma and 
diffuse large B-cell lymphoma (DLBCL) in the elderly 
have a worse prognosis than the EBV2 ones. Therefore, 
developing novel therapeutic approaches that explicitly 
address EBV1 B-cell lymphoma seems necessary [17]. 
The Exos of various types, including those associated 
with EBV and the ones that are exclusively produced 
from NPC, have been similarly isolated from the serum 
of infected patients. Since these Exos have varied con-
tents, they have unpredictable effects on the immune 
system, angiogenesis, cell proliferation, cell-to-cell com-
munication, and tumor invasion [77]. Exos also have a 
role in latent viral infection, and tumor viruses like EBV 
and the Kaposi sarcoma-associated herpes virus (KSHV) 
can influence the tumor microenvironment (TME) by 
secreting Exos with particular viral components. The 
EB nuclear antigen 1 (EBNA1), latent membrane pro-
tein 1 (LMP-1), LMP-2 A, EB virus-encoded small RNAs 
(EBERs), and BamHI A rightward transcripts (BARTs) 
encoded by EBV46 are also present in the Exos pro-
duced by EBV-infected cells, also known as EBV-related 
Exos. Some types of cells, such as EBV-positive NPC 
cells or EBV-transformed LCLs, might release Exos rel-
evant to the EBV infection [77]. In this context, Chen 
et al. (2022) provided new insights into EBV-associated 
tumors with much focus on Exos and established that 
EBV Exos could develop as a new biomarker or thera-
peutic target for EBV-associated malignancies thanks to 
their possible immunosuppressive effects. Exo-targeted 
treatment therefore can have potential applications. Exos 
have been used in molecularly targeted tumor therapy 
as new drug delivery vehicles. Moreover, Exo separation 
technology is gradually improving. There is currently no 
EBV vaccination available, and the treatments for the 
related malignancies have simply had sporadic success. 
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Exo-based disease monitoring and treatment as well as 
viral vaccines may be thus promising in the future for 
the treatment and prevention of EBV malignancies, but 
such strategies still need more research [76]. Exos carry-
ing a particular siRNA were functionally modified to tar-
get oncogenic KRAS9 in murine pancreatic cancer (PC) 
cells, according to a study by Kase et al. (2021). This sug-
gests that the modified Exos have therapeutic potentials 
for malignant tumors whose molecular target has been 
thus far identified. In this study, they created oral squa-
mous cell carcinoma (OSCC)-targeted Exos (octExos) 
that could produce a transmembrane protein (namely, 
EBV-induced-3 [EBI3]) on their membranes, and was 
abundantly expressed by the OSCC cells of the head and 
neck, and demonstrated that treatment with certain Exos 
(including octExos) could suppress the growth of oral 
cancer cells [78] (Table 1).

Human papillomavirus
Smoking, drinking alcohol, and Human Papillomavirus 
(HPV) are among the well-known risk factors for devel-
oping oral cancer (OC). Unfortunately, there has been 
little progress in overall survival for patients with distant 
metastases, with an increase in the prevalence of oral 
cavity tumors over the previous few decades [79]. The 
papillomaviruses are a large family of non-enveloped, 
small DNA viruses that can cause squamous epithelial 
tumors (warts and papillomas) in various anatomical 
locations. The circular dsDNA genome of HPVs is 8  kb 
long. It is also organized into three main regions, viz., (i) 
the upstream regulatory region (URR), which is the ori-
gin of replication and contains transcription factor-bind-
ing sites to regulate gene expression, (ii) the early region 
(ER), which codes for six genes involved in viral replica-
tion and cell transformation (namely, E1, E2, E4, E5, E6, 
E7), and (iii) the late region (LR), which codes for the L1 
and L2 proteins [80, 81]. Depending on their propensity 
to cause cervical cancer (CC), mucosal HPV types have 
been divided into high-risk (HR) and low-risk (LR) ones. 
The International Agency for Research on Cancer (IARC) 
also classifies twelve HR-HPV types as carcinogenic 
(Group 1: 16, 18, 31, 33, 35, 39, 45, 51, 52, 56, 58, and 59). 
In fewer patients, other genotypes, like HPV33, HPV35, 
and HPV58, have been further reported [80]. The oro-
pharynx, penis, cervix, vagina, vulva, and anus are all 
areas where HR-HPV has been shown to cause cancer. 
CC also accounts for 3.4% of all cancer-related deaths 
worldwide. In 2020, CC led to more than 341,831 deaths 
in females. As well, 99.7% of cases of CC are linked to 
HR-HPV, primarily HPV16 and HPV18 [15, 82, 83]. The 
IARC has further found a significant association between 
HPV and cancers affecting the cervix, penis, vulva, 
vagina, anus, oropharynx (containing the tonsils and 
base of the tongue), oral cavity, larynx, and hypopharynx 

[81]. The oncogenic potential of HPV resides in its capac-
ity to interfere with some key cell cycle regulators via its 
oncogenic proteins, E6 and E7. Moreover, HPV has been 
reported in various cancers, i.e., glioblastoma (GBM), 
colorectal, lung, and breast cancers, but its pathogenic 
role still remains controversial.

CC is caused by persistent infection of HR-HPV [84–
86]. Due to circulating HPV-DNA in individuals with CC 
or precancerous lesions, research over the past several 
years has shown the existence of cervical HPV-DNA in 
EVs. The circulating HPV-DNA sequences have also been 
reported in patients without cervical lesions, originating 
from cervical cells with integrated genomes. Ambrosio 
et al., on the other hand, recovered plasma-derived Exos 
from a male patient with colon cancer and HPV type 
16 integrated into the lesion site. These Exos included 
HPV-DNA type 16, so researchers theorized that colonic 
cells acquired this DNA via being exposed to Exos con-
taining HPV-DNA. However, it was demonstrated that 
HVP was present in Exos generated from keratinocytes 
[16]. Moreover, oropharyngeal cancers (OPCs) and other 
HPV-associated malignancies have not yet been the sub-
ject of Exos research. Given the mounting evidence of 
Exo involvement in viral infection and intercellular com-
munication, Exo content in HPV-associated malignancies 
warrants investigations [18]. Exos generated by regula-
tory T cells (Tregs) invariably contain different cargoes 
than those released by DCs or activated T cells. While 
Tregs have been mostly credited with producing immu-
nosuppressive Exos, other cells, such as MSCs, produce 
Exos that assist in moderating inflammation [16]. Hence, 
the ability of Exos produced from HR-HPV-positive cells 
to promote tumors may depend on the dissemination of 
oncogenic miRNAs to recipient cells. The majority of the 
miRNAs affected by E6/E7 exhibit carcinogenic prop-
erties [15]. The chimeric Nefmut/anti-HPV16-E7 scFv 
product is successfully uploaded in EVs, binds HPV16-
E7, and prevents the growth of cells that express HPV16-
E7 [87]. MART-1, glycoprotein 100 (gp100), tyrosinase 
related protein-1 (TRP-1), Her2/neu, and carcinoembry-
onic antigen (CEA) are also examples of trans-membrane 
proteins as trimeric autotransporter adhesins (TAAs) 
that spontaneously associate with Exos, and then acti-
vate particular anti-tumor T cell responses. Exos that had 
been created in vitro to upload a large amount of HPV-E7 
coupled with Nefmut have recently shown to trigger an 
anti-E7 CTL immunologic response in an effective man-
ner once administered to mice [23] (Table 1). In addition, 
Wang et al. (2020) demonstrated miR-34a downregula-
tion in malignancies with HPV positivity. Hence, sub-
stituting miR-34a may be a potential treatment for 
HPV-positive malignancies [10]. In 2020, Hofmann et 
al. explored the developing function of Exos in the head 
and neck cancer diagnostics, prognosis, and therapy, and 
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found that modified Exos could be thought of as thera-
peutic anti-cancer vaccines for HPV-associated cancers. 
This strategy was suggested based on the remarkable abil-
ity of the mutant HIV-1 negative regulatory factor (viz., 
Nefmut) protein to integrate into Exos and function as 
an Exo-anchoring protein upon fusion with heterologous 
proteins [88]. Another study in 2022 reported that Exos 
from HPV-16 E7-pulsed DCs prevented the CC advance-
ment by controlling macrophage activity, whose mecha-
nism was pertinent to rat cationic amino acid transporter 
2 (CAT2) protein [89].

The sixth most frequent cancer worldwide, head and 
neck SCC (HNSCC), is further distinguished by severe 
immune suppression. As prospective noninvasive liquid 
indicators, Exos have also been discovered in this domain. 
Exos have recently been shown to have significant poten-
tials as liquid biomarkers in HNSCC for disease activity, 
tumor stage, immune suppression degree, therapeutic 
response, and outcomes [88]. It is common for patients 
with metastatic or recurrent HNSCC not to respond to 
standard treatments or develop drug resistance. In addi-
tion to preventing chemoresistance and cytotoxic side 
effects, the targeted delivery of chemotherapeutics may 
improve the efficacy of such treatments. Besides, siRNAs 
and chemotherapeutics are both being delivered through 
Exos, which are endogenous nanocarriers for a wide vari-
ety of compounds. In contrast to studies on HNSCC, 
their potential for drug administration has been investi-
gated in a number of tumor forms, including BC and PC. 
Exos containing the chemotherapeutics, doxorubicin, or 
paclitaxel have also been demonstrated to aggregate well 
in target tumor tissues and reduce tumor growth in a BC-
induced animal model without any adverse effects [90].

Human T-lymphotropic virus type 1
Bloodborne human retroviruses from the genus Del-
taretrovirus include the Human T-lymphotropic virus 
Type 1 (HTLV-1). Across the world, 10 million people are 
infected by HTLV-1, with the Caribbean, South America, 
Western and Southern Africa, Iran, Japan, and Australia 
having the highest endemicity. First discovered in 1979, 
HTLV-1 was initially described in 1980 [91]. As well, 
Orthoretrovirinae and Spumaretrovirinae are the two 
genera that make up the family Retroviridae. The Ortho-
retrovinae subfamilies also contain all known viruses that 
can infect humans and other animals and cause sickness. 
The significant human pathogens HTLV-1, HTLV-2, 
HTLV-3, and bovine leukemia virus (BLV) are all mem-
bers of the Deltaretrovirus genus. All retroviruses gen-
erally consist of two ss-genomic (ssg)RNAs enclosed in 
a capsid and an envelope. Retroviruses are RNA viruses 
that can reverse transcribe into the host genome through 
an intermediary DNA molecule, which then acts as a 
template for viral mRNA and proteins. The majority of 

particles have a diameter of around 100  nm and con-
tain viral protease, retrotranscriptase (RT), integrase 
(IN), and group-specific antigen (gag), including capsid, 
nucleocapsid, and matrix [16]. As well, 90–95% of those 
with HTLV-1 infection remain asymptomatic. However, 
adult T-cell leukemia/lymphoma (ATL), aggressive lym-
phoproliferative disorders, and inflammatory syndromes, 
such as HTLV-1-associated myelopathy or tropical spas-
tic paraparesis (HAM/TSP) are caused by HTLV-1 [92, 
93]. Although each retrovirus has a unique cellular tro-
pism, they all infect cells by adhering to a cellular recep-
tor to the viral envelope, fusing the membrane and viral 
entry. Due to the mutagenesis that results from inser-
tions into genes or promoters, retroviruses are de facto 
protooncogenic since they can integrate anywhere in 
the human genome. Viral gene transcription can further 
start from the long terminal repeats (LTR) at either end 
of the provirus once incorporated into the host genome. 
Both the virus and the host exert strong control over the 
transcription of viral genes [16]. Tax and HTLV-1 basic 
leucine zipper factor (HBZ) are also possible markers for 
disease development among HTLV-1 regulatory and aux-
iliary genes due to their relationship with viral infectiv-
ity and the growth and survival of leukemic cells. Nuclear 
protein Tax is a highly immunogenic protein, since it 
alters the cell cycle and the traditional nuclear factor 
kappa B (NF-κB) pathway, and then increases viral tran-
scription in the 5’LTR region. In contrast, HBZ inhibits 
the traditional NF-κB pathway and the transcription of 
viral genes having a promoter region in the 3’LTR region. 
The virions of the HTLV-1 are spherical and pleomor-
phic and range in size from 100 to 120 nm. In this line, 
sEVs have a similar size and biogenesis to HTLV-1 virions 
[92]. Researchers have also discovered that sEVs build up 
in the bloodstream of HTLV-1 carriers. These vesicles 
are particularly rich in lysosomal and mitochondrial 
proteins, and are most likely released from uninfected 
cells (or cells of hematopoietic origin, whether they are 
infected or not) in response to viral detection or inflam-
mation rather than from infected cells [93].

Kaposi sarcoma-associated herpesvirus
Many human cancers, including Kaposi’s sarcoma, 
primary effusion lymphoma (PEL), and multicentric 
Castleman’s disease (MCD), are caused by the Kaposi 
Sarcoma-associated Herpesvirus (KSHV) [94, 95]. 
The immunosuppressed, especially those with human 
immunodeficiency virus (HIV) infection, are thus at an 
increased risk of developing KSHV-associated malig-
nancies. Patients with weak immune systems also have 
substantially greater morbidity due to KSHV-related 
illnesses than individuals with strong ones [94]. The 
gamma herpesvirus subfamily similarly includes KSHV. 
KSHV, like all herpesviruses, is also a large dsDNA virus 
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with two distinct life cycle phases, latency and lytic (pro-
ductive) replication. The viral genome is further pre-
served as a nuclear episome in latency, with little viral 
gene expression. While most viral genes are expressed, 
the viral genome undergoes extensive replication during 
lytic replication, and virions are assembled and released 
from cells [94, 96]. Although latently infected cells are 
directly linked to KSHV-associated cancers, latent and 
lytic infections contribute to tumorigenesis. In addi-
tion, lytic replication spreads infection and multiplies 
the population of latently infected cells, which later 
become transformed cells, creating a pro-inflammatory 
and proliferation environment [96]. EVs further modu-
late the pathogenesis, infectiousness, and immunologi-
cal responses against viruses from virus-infected cells. 
The similar endocytic pathways between viruses and EVs 
may thus provide insights into new antiviral drug targets 
[97]. In this respect, Jeon et al. (2017) discovered that 
complement activation could encourage KSHV chronic 
latent infection by activating the NF-κB pathway, which 
could improve the survival of KSHV-infected cells and 
prevent viral lytic replication. They further identified the 
underlying mechanism of complement activation by EVs 
and a unique function of EVs generated by KSHV during 
de novo infection [98]. Based on the proteins reported 
by Meckes et al. (2013), it was predicted that KSHV and 
EBV Exos shared a number of characteristics. Thus, can-
cer is a predicted disease, cell death, and survival are pre-
dicted to be the commonly affected cellular function, and 
eukaryotic initiation factor-2 (eif2) signaling is to be the 
commonly affected canonical pathway. Recent research 
has further demonstrated that KSHV can change the 
metabolism of the host B-cells to favor glycolysis, and the 
Exos produced by KSHV-infected cells are substantially 
enriched in proteins that are often involved in glycolysis 
[99].

Merkel cell polyomavirus
A rare, aggressive neuroendocrine form of skin cancer 
(SC) with a high mortality rate is known as Merkel cell 
carcinoma (MCC). Many immunosuppressed patients 
thus have a higher risk of getting MCC. The viral DNA 
of Merkel cell polyomavirus (MCPyV) is present in about 
80% of all MCCs [100]. As there is currently no effec-
tive systemic therapy for this particular type of cancer, 
an Exo-based therapy is typically suggested [101]. Small 
T-antigen (ST) and large T-antigen (LT) are further 
encoded by the polyomavirus early region (ER), while late 
structural proteins, VP1 and VP2, are present in the LR 
[102]. There is currently no effective systemic therapy for 
this particular type of cancer, but surgical excision and 
postoperative RTx [101]. Each polyomavirus, including 
MCV, is a non-enveloped, dsDNA virus with a circular 
genome that contains ER and LR on opposing strands 

and a non-coding control region (ncCR) in the middle 
that houses the viral origin of replication [103]. More-
over, antigen-presenting cells (APCs) can recognize Exos, 
and cell-to-cell-mediated immune activation results in 
anti-tumor responses. Exo-based vaccinations have been 
further produced to treat cancer and examine the poten-
tial contribution of MCC-produced Exos to carcinogen-
esis. An Exo-based therapy suggested for this type of 
cancer currently lacks efficient systemic treatment [101]. 
The involvement of miR-375 in intercellular communica-
tion between MCC tumor cells and stromal fibroblasts 
was established by Fan et al. (2021). They showed that 
endogenously produced miR-375 from MCC cells could 
cause fibroblast polarization in vitro, and this process 
could also come about in vivo in MCC patients. These 
findings imply that miR-375 is a desirable target for ther-
apeutic interventions; in fact, the therapeutic viability of 
targeting miR-155 in cutaneous T-cell lymphoma is now 
being explored [104] (Table 1).

Preclinical evidence supporting sEVs for drug 
delivery
A BC-induced mouse model was subcutaneously injected 
with sEVs harboring miR-let-7a, and this treatment 
demonstrated an anti-cancer effect via targeting EGFR 
[105]. Some studies have further confirmed the value 
of sEVs in delivering drugs encapsulated in EVs to treat 
HCC [106]. An innovative method for producing the 
inducible caspase 9 (iCasp9) suicide gene in engineered 
sEVs-associated adeno-associated viruses has also been 
described. In an in vivo xenograft model, the modified 
sEVs increased HCC regression because they were low in 
immunogenicity and toxicity, and were easily absorbed 
by the HCC cells [107]. A study also encapsulated eras-
tin and rose bengal into sEVs and engineered CD47 on 
the surface to protect them from phagocytosis by mac-
rophages. The sEVs induced obvious ferroptosis in HCC, 
with minimized toxicity in the liver and kidneys. In view 
of this, previous studies have developed NPs targeting 
specific adhesion or receptor proteins on the surface 
of sEVs membranes for targeted drug delivery. In this 
respect, Tian et al. (2018) designed a nano-drug based 
on the PDCM (a type of NP that consists of four com-
ponents) system by targeting sEVs-shuttling miR-21 and 
miR-10b, which markedly diminished HCC growth and 
the number of metastatic lung nodules [58]. High purity 
and sufficient output are thus required for sEVs technol-
ogy to function as a drug delivery vector. Nevertheless, 
the effectiveness of the existing approaches seems to be 
limited by a number of issues, including the length of 
time, high cost, and production of toxic byproducts. The 
generation of intracellular calcium, external stress, cyto-
skeletal blockage, pharmacological stimulation, along the 
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induction of gene expression factors are all methods used 
by oncologists to boost the overall yield of sEVs [58].

Challenges and opportunities for small 
extracellular vesicles
While sEVs show promising potential as drug delivery 
vectors, several challenges must still be addressed for 
them to come to market realistically. Perhaps the great-
est hurdle is the lack of standardized, scalable production 
methods required for clinical and commercial applica-
tions [108]. Current isolation techniques are slow, inef-
ficient, and can produce impure sEVs preparations of 
inconsistent quality [51]. This hinders characterization, 
dose optimization, and quality control efforts needed 
for regulatory approval. Genetic engineering of parental 
cells is another barrier, as it remains difficult to reliably 
produce large batches of sEVs with homogeneous, tar-
geted modifications [44]. Additional challenges include 
developing robust stability studies, understanding sEVs 
clearance kinetics, and ensuring minimal toxicity and 
immunogenicity, which require substantial fundamen-
tal and preclinical research [27]. However, the opportu-
nities are also vast if these obstacles can be overcome. 
Improved production and consistency could facilitate the 
clinical translation of sEVs therapeutics while surmount-
ing engineering hurdles may unlock sEVs’ full potential as 

customizable drug delivery systems. With further prog-
ress in fundamental sEVs sciences and enabling technolo-
gies, the future of this cutting-edge platform in disease 
treatment looks bright indeed [109].

Conclusion and discussion
Cancer is known as a complex and heterogeneous disease 
that affects millions of people worldwide. Although the 
most common traditional treatments, such as CTx and 
RTx, have been thus far effective in some cases, there 
is still a need for innovative approaches to treat cancer. 
One such approach drawing much attention in recent 
years is using sEVs as a novel platform for delivering 
therapeutics [109]. More recently, engineered sEVs have 
become an increasingly attractive platform for suppress-
ing human oncovirus-associated cancers. According to 
a recent study by Mahmoudvand et al. (2022) [110], EVs 
can be exploited to efficiently transfer genetic materials 
into cancer cells, potentially suppressing oncoviruses. 
Furthermore, EVs are capable of delivering DNA, siR-
NAs, short hairpin RNA or small hairpin RNA (shRNA), 
and miRNAs to cancer cells in a safe and effective man-
ner, making them highly appealing for the development 
of gene therapy. These siRNAs bind to and degrade the 
viral RNA, thus preventing the virus from replicating 
and reducing the likelihood of tumor formation. As such, 

Table 1  Summarizes the engineered sEVs and their clinical applications
Virus Engineered sEVs Clinical Application References
HBV sEVs delivering IFN-α from LNPCs HBV-infected hepatocytes might restore an antiviral state in 

hepatocytes.
(56)

Exo-anchoring protein Nef mutant (Nefmut) Activated HBV-specific cytotoxic T lymphocytes (CTLs) can 
bring therapeutic effects.

(63)

Exosomal Homo sapiens (hsa)-miR-193a-5p, hsa-miR-25-5p, 
and hsa-miR-574-5p

Limit HBV replication and transcription (59)

HCV sEVs loaded with anti-HCV miRNAs (let-7f, miR-145, miR-
199a, and miR-221)

Suppression of HCV replication (19)

Exo marker CD63 was related to increased IFN-stimulated 
bone marrow stromal cell antigen 2 (BST-2) gene in au-
tophagy knockdown cells

which might prevent HCV assembly or release. (68)

Exo-targeted Ago2-miR-122-HSP90 inhibitor system could prevent the host factors from effectively modulating 
HCV transmission

(69)

EBV sEVs delivering specific siRNA functionally modified to target oncogenic KRAS9 in murine 
pancreatic cancer (PC) cells

(78)

HPV chimeric Nefmut/anti-HPV16-E7 Binds to HPV16-E7 and prevents the growth of cells that 
express HPV16-E7

(87)

MART-1, gp100, TRP-1, Her2/neu, and CEA spontaneously 
associate with Exos.

Activate particular anti-tumor T cell responses. (23)

miR-34a Downregulation in malignancies with HPV (10)
Exos from HPV-16 E7-pulsed DCs prevented cervical cancer advancement by controlling macro-

phage activity in rat CAT2 protein
(89)

HTLV-1 No clinically relevant applications have been reported yet Potential biomarkers and therapies still under investigation (91)
KSHV sEVs carrying viral miRNAs (miRK12-3-5p, miR-K12-2-5p, mir-

10b-5p, mir-143-3p)
Can change the metabolism of the host B-cells to favor 
glycolysis

(99)

MCPyV sEVs carrying the miR-375 and viability of targeting miR-155  A desirable target for therapeutic interventions in cutaneous 
T-cell lymphoma is now being explored

(104)
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EVs are able to modulate disease pathogenesis in types of 
infections, such as HIV-1, HTLV-1, Ebola virus (EBOV), 
and Rift Valley fever (RVF) by promoting cell-to-cell 
spread, immune evasion, persistent inflammation, and 
cell-cycle regulation in recipient cells [19]. Oxytetracy-
cline, approved by the US FDA, could further minimize 
the generation of EVs that contain the Ebola VP40 in 
order to limit EBOV infection and safeguard the adaptive 
immune system [111].

Previous studies have also demonstrated that EVs pro-
duced from symbiotic vaginal lactobacilli contain antivi-
ral components, including host restriction factor (HRF) 
mRNAs, and have specifically improved resistance to 
HIV reproduction and transmission [21]. Low immuno-
genicity, good biosecurity, and a potent ability to pene-
trate solid tissues are among the advantages of EVs. As a 
result, it is a type of nano-engineering system frequently 
utilized in drug delivery to prevent viral infection and 
the onset of disease. The developed miRNA-401 target-
ing HSV-1 ICP4 mRNA is also packaged into engineered 
sEVs and given to virally sensitive cells, which can pro-
vide an antiviral environment for at least 72  h to more 
effectively inhibit the replication of HSV-1. To target 
these infected cells exclusively, an antibody (Ab) specific 
for particular viruses, such as HIV and the HPV, can be 
packed inside the manufactured EVs [111]. Furthermore, 
many configurations of the complex Ab structure can 
be decreased without compromising the binding effec-
tiveness. One of the smallest molecules with antigen-
binding capability is the single-chain variable fragment 
(scFv). Targeting intracellular pathogenic factors by engi-
neered sEVs with scFvs accordingly has the potential to 
be practiced as a revolutionary treatment strategy [87]. 
Exo-based drug delivery has also been researched for 
many years. In this line, Kase et al. (2021) showed that 
fibroblast cell Exos could be used to accomplish pre-
cise targeting with anti-tumor effects [78]. Cells that 
express ligands with high binding affinities for the target 
cells may also produce Exos. Nevertheless, coating lipo-
somes with a functionalized polymer increases targeted 
drug delivery by creating nano-bins. In addition to being 
essential for intracellular communication, EVs might be 
a brand-new, intrinsic antiviral defense mechanism. Viral 
infection, replication, dissemination, and pathogenesis 
are all promoted by viruses by using the EVs biogenesis 
route. Over and above enhancing their pathogenesis, 
viruses control antiviral immune responses [112]. Fur-
thermore, EVs can be engineered to be more biocompat-
ible and have a longer life span in the body, implying that 
they are able to remain in the body for a longer period 
of time and provide sustained protection against cancer. 
Finally, EV-mediated treatments are less toxic to the body 
than the traditional ones, making them a safer and more 
effective option. While many studies have to date tested 

sEVs efficacy in vitro, further research is still needed to 
develop the potential of sEVs in animal and clinical tri-
als to reap the therapeutic benefits of this promising plat-
form [82]. Another approach to utilizing engineered sEVs 
for cancer therapy is to load them with CRISPR-Cas9 
gene-editing tools, which can be programmed to target 
and disrupt specific viral genes, thus preventing the virus 
from replicating and reducing the likelihood of tumor 
formation [30]. The lack of optimal purification methods 
for the isolation of Exos with high purity, dosage opti-
mization, measurement standards, and administration 
routes, adverse effects when used in combination with 
therapeutic cargoes, and immunogenicity of heteroge-
neous components due to the nature of the donor cells 
are among the limitations of using Exos. Given such con-
cerns, the quality control (QC) of Exos should be care-
fully performed. Moreover, the biological fate of Exos and 
their effects on target organs should be fully understood. 
Despite these obstacles, using Exos in various diseases, 
including cancers, seems attractive. In particular, oncovi-
rus-associated cancers inspire the future clinical develop-
ment of these biomarkers.

Future perspective
This review highlights the nascent but rapidly advancing 
field of engineered sEVs to suppress human oncovirus-
associated cancers. While still early in development, pro-
active foresight into the potential future applications of 
this technology can guide research and accelerate clinical 
translation. In the near-term, priority should be given to 
optimizing sEVs production methods, cargo loading, and 
tumor-targeting moieties. Standardized protocols and 
good manufacturing practices will need to be established 
to enable generation of clinical-grade sEVs. Combina-
tions with standard chemotherapy, radiation, and immu-
notherapies should be explored. Advanced modification 
techniques may allow precision engineering of designer 
sEVs with multiple functionalities. These include envi-
ronment-responsive triggers for controlled drug release, 
co-delivery of synergistic drug combinations, and built-
in imaging reporters to track sEVs fate in real-time. 
Synthetic biology approaches could also recreate sEVs 
properties. The future looks bright for this emerging bio-
technology toward improving patient outcomes. While 
the applications of engineered sEVs for suppressing 
human oncovirus-associated cancers are still in the early 
stages of development. Further research is thus needed to 
optimize sEVs as a drug delivery platform and evaluate 
their safety and efficacy in preclinical and clinical studies.
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